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AHHOmMauyus. B cmambe paccmampusaemcs npobriema 3awiumbi KOHUOEHYUaIbHbIX
0OaHHbIX om HecaHKUUOHUpo8aHHO20 docmyra 8 KoMrbtomepHol cucmeme. [NpednoxeH me-
mod udeHmuchukayuu rosib3ogamersieli no ocobeHHocmsam pabomabl C Mbilib, OCHOBaHHbIU
Ha MOHUMOpPUHae desimesibHocmu cybbekma 80 8pemsi pabombi 3a KOMILIOMEPOM U rpume-
HeHuu cemeli balieca dnsi npuHAMUS UGeHMUUKaUUOHHbIX peuweHUd.

Knrodeenble crnioea: pacriosHagaHue obpa3os, buomempuyeckue cucmemsbl, udeHmugu-
Kauusi, aymeHmugbukauusi, Hapywumersnb, udeHmuguuupyrowue rnpusHaku, ocobeHHocmu

pabomel ¢ MbIWAbH.

BeeneHue

MNoBcemecTHas MHdopMaTU3auns 1 BBeae-
HME KOMMNbIOTEPOB B pasnuyHble cdepbl aed-
TENbHOCTM NPMBOAUT K MAacCOBOMY Nnepexony Ha
3NEKTPOHHbIA JOKYMeHToo6opoT. [oaTomy ak-
Tyanusaumsi BOMpOCOB 3alLnTbl KOMMbIOTEPHbIX
pecypcoB OT HEeCaHKLWOHMPOBAHHOIO AoCTyna
SIBNAETCA 3aKOHOMEpPHbIM fABneHveM. [loTeps,
UCKaXXeHne, HapylleHne KoHuaeHUnanbHOCTH
nHopMaLMM HaHOCUT HMHAHCOBLIN yuiepb ee
COBCTBEHHUKY. DUHAHCOBbLIE MNOTEPUM MUPOBOM
3KOHOMUKN UCHMCNAOTCA AecATkamu Munnuap-
nos gonnapos B rog [1]. o gaHHbIM aHanuTh-
Yecknx uccneposaHuin komnaHmm InfoWatch oc-
HOBHas gons atoro yuwepba (55%) obycnosneHa
0EeATeNbHOCTLI0 MHCANAEPOB — BHYTPEHHUX He-
NOSANbHBIX MO OTHOLLUEHUIO K OpraHusauum co-
TpyaHukoB [2]. B cBaAsn ¢ atum TpebyeTca npo-
BOOAWUTb CKPbITbIA  MOHUTOPUHI  AEeATENbHOCTH
nonb3oBaTend 3a KOMMbITEPOM, €ro Henpe-
PbIBHYIO ayTeHTUdMKauuio U pacnosHaBaHue
ONacHbIX C TOYKM 3PEeHUs MHGPOPMAaLMOHHOMN
6esonacHocTn aencteui. CoBpeMeHHble cpen-
CTBa ayTeHTMdUKaLUMM OCHOBaHbl Ha MpOBEpKe
naponewn, cmapTt-kapT U BMoMeTprnyYecknx xapak-
TepucTtuk. NocnegHuii BapraHT NO3BOMSET Npu-
Bsi3aTb ayTeHTMAUKATOP K NMUYHOCTU YEroBeKa,
NnoaTomy sBRsieTcs npegnovtTutenbHbeiM. OCHOB-
Has npobnema cosgaHns BMoMEeTpUYECKUX cuc-
TeM waeHTudmKauun/ayTeHTUdmrKaLmMm coctonT
B BblAeneHnn WHMOPMATUBHBIX MNPU3HAKOB.
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Haunbonee HageXHbIMX B 3TOM MraHe ABMASOTCA
OTKpbITble GuomMeTpuyeckme obpasbl — oTnedvaT-
KM nanbues, pagyxHas obonoyka. OgHako OHu
HaxogATCst «Ha BWAy», CyLEeCTBYeT MHOXeCTBO
CNocoboB KX XWULLEHMS HesaMeTHO Ans Bna-
aenbua. PeanusoBaTb CKpbITy0 mpouenypy ay-
TEHTUUKALUMM C UX MCNONb30BaHNEM npobne-
MaTUYHO (ecnn BooGLLEe BO3MOXHO). B pamkax
AaHHoln paboTbl NpeanaraeTca noaxon Ans pas-
rpaHMYEeHNs 4OCTyMNa B KOMMbIOTEPHON cucteme
Ha ocHoBe 0cobeHHOoCTeln paboTbl Nonb3oBaTens
C Mblwbto. [daHHble, nonyyeHHble npu paboTe
nonb3oBaTens ¢ Mbllblo, UCMOMb3YTCA AN O0-
MOMHUTENBHOW HENPEPbLIBHON BO BPEMEHU ayTeH-
TudukaumMmn nonb3osaTtens (B npowuecce ero pa-
60Tbl 32 KOMNbIOTEPOM), NOMYYMBLLENO AOCTYN K
KOMMbIOTEPHON cucTemMe. OTO BO3MOXHO B CBA3U
C TEeM, YTO Y KaXXJ0ro nornb3oBaTens CyllecTsyeT
cobCTBEHHAsi MaHepa ynpaBneHus MaHWMynsaTo-
pOM «MbiWb» [3-4].

HOocTurHytble pesynbtaTtbl B obGnacTtu
pacno3HaBaHus nonb3oBaTenen No ocobeH-
HOCTAM paboTbl C MbILWbIO.

B pabotax [3-4] onpeneneHo MHOXeCTBO
napameTpoB TPaeKTOpMM Kypcopa Mpu MaHuny-
NMpoBaHMN MbIWbi0. MpeanoxeHo Kaxaylo Tpa-
eKToputo OToDOpaXkaTb BEKTOPOM M3 NATM napa-
METPOB: BPEMSI ABWXEHMNS MaHUMynATopa 4O ero
OCTaHOBKMW, ANIMHA TPAEKTOPUM, CKOPOCTb pasro-
Ha Kypcopa, Bpems Mexay OCTaHOBKOW yka3aTe-
N 1M NoATBEPXAAOLWMM HaXaTUEM KHOMKU Ma-
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HUNYNATOpa, Yron HanpaeneHus HavanbHoro
OBWKeHUsi. BOMbLUWHCTBO M3 3TUX MapaMeTpoB
onpenensieT CKOPOCTHblE XapaKTepUCTUKK (Ou-
HaMuky) paboTbl Monb3oBaTens € KoMMbloTep-
HOM MbIlb0O M Mano Yy4YuTbIBAOT MNapameTpbl
TpPaeKkTopun AOBWXKEeHUsi. ABTOPOM paboTbl [4]
Takke MpeanioXeHbl: KOMMbOTEpHas Modenb
NMHGOPMALIMOHHOrO noyvepka nonb3oBaTens Ha
6ase MaHMNynaTopa «Mbllb»; METOA pacno3Ha-
BaHMWS COCTOSIHUSA CUCTEMbI «MONb30BaTENb-
MbILbY» MOCPEACTBOM BbISIBMEHHbIX WMHOpMma-
TUBHbIX MapaMeTpoB W HEMPOHHOW ceTu pagu-
anbHoro Tuna ¢ BeposiTHocTelo 0,9-0,95; npo-
rPaMMHbBIN KOMMNIEKC, peanusyowWwmin yKkasaHHbIn
meton. [ocTurHyTtble pesynbTatbl B 06nactu
pacno3HaBaHus nonb3oBaTernie No O0cobeHHOo-
CTAM paboThbl C MbIWbID HE AOCTATOMHO MokKasa-
TenbHbl ANA BHeApeHus Ha npaktuke. Mac-
WwTabHble nccnegoBaHWs B JaHHOM Hanpasrie-
HUM TOMbKO HauyMHalT NnposBoanTbesa. OcobeHHo-
CTU paboTbl C MaHUNYNATOPOM “Mbilb” YacTo
NCMONb3YIOT B COYETaHUM C KraBuaTypHbIM Mo-
YepKoM Afis pacno3HaBaHWs norfb3oBaTens, Ha-
xogsierocst 3a komnbloTepom [5], a Takke on-
pedeneHns HenosnNbLHOro NoBedeHus U NpeaoT-
BpaLLEeHWs yTeukn KOHuAEeHUManbHbIX AaHHbIX
[6]. B ogHoM 13 nocnegHux paboT B faHHON 06-
nactu [6] npMBOAMTCSA BEPOATHOCTb MPaBUITbHON
noeHTumkaummn nonb3oBartenen no ocobeHHo-
cTaAM paboTbl ¢ MblWwbio nopsgka 0,8, npn aTom
BEPOATHOCTb MpPaBUNbHOW WAEHTUPUKALMM MO
KnaBMaTypHOMY MOYEPKY NPU aHanornyHbIX yc-
NOBUSAX C UCNOMb30BaHNEM TEX Xe& METOAMUK CO-
ctasuna 0,83, 4TO He3HaunTenbHO Bbiwe. Mox-
HO MPeAnonoXnTb, YTO MHPOPMATUBHOCTL Bpe-
MEHHbIX XapaKTEPUCTUK KnaBmuaTypHOro novepka
HeCyLLeCTBEHHO Bbllle MH(OPMATUBHOCTU OCO-
G6eHHocTen paboTbl C¢ Mblwbo. Ho ecnu npu
pacnosHaBaHUM MO KNaBUATypHOMY MOYEpPKY
yAanocb nodowTn K npegeny HagexHocTtu (no-
cne 2007-2009 rogoB He ydanocb MOMNyYUTb
OOCTOBEPHbIA pes3ynbTaT MO CHUXKEHMIO KOIM-
dvumeHTa paBHOBEPOATHOM OLUMOKM MEHee YeMm
0o 1% [7-8]), To MAEHTUPUKALMOHHBIA NOTEHLM-
an ocobeHHocTel paboTbl C MbILbO MNOMHOCTLI0
He nccrnegoBaH. B pabote [6] ykasbiBaeTcd, YTO
NMPU3HaKN MbIWUM MeHee CTabunbHbl U CUIMbHO
3aBUCAT OT MUCMOMb3yeMbIX Mofb3oBaTenemM ycT-
POWCTB MO CpPaBHEHWIO C MpU3HaKamu Krasua-
TYpHOro noyepka. BeposiTHOCTb npaBunNbHOM
naeHTudmKkaumMn npu MUCronb3oBaHWM knasua-
TYPHOro noyepka COBMECTHO C NpM3HaKaMun Mbi-
wn, gocturHytasa B [6], coctaBuna 6onee 0,92.
M3BecTeH pesynbTaT, Npu KOTOPOM BEPOATHOCTb
npaBunbHOM uMaeHTUdmKauum 14 cybbekToB
TONMbKO MO OCOBEHHOCTAM pPaboTbl C MbIWbIO
paBHa 0,93 [4]. HacTosiwee uccnepoBaHue Ha-
npaBreHo Ha To, YTOObl NOBLICUTL HAOEXHOCTb
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pacno3HaBaHuUs Monb3oBaTens Mo Xapakrepy
paboTbl C MbIWbIO, MCNOMb3yA AONA 3TOro He
TONbKO BPEMEHHblE XapaKTEPUCTUKN nepeme-
LLLeHU Kypcopa, HO MU napaMeTpbl ero TpaekTo-
pui. Llenb paboTtbl: gaTe 0606LLEHHYIO OLIEHKY
NOEHTUMPUKALNOHHBIX BO3MOXHOCTEN OCODBEH-
HoCTel paboThbl C MbILLbIO.

UpeHTUhUKaLMOHHBbIE NPU3HaKK

Mpexae Bcero, HeOOXOAUMO BbIAENUTL YC-
TOMYMBbIE MAEHTUMDMKALMOHHBLIE NPU3HaKN U
co3gaTb 3TanoH nornb3oBaTtens. JOTanoHHble
3HaYeHUs1 MPU3HAKOB OOIMKHbI ObITb XapakTepHO
pasnuynMbl Yy pasHbIX nogen, a obpasubl npu-
3HAKOB OZHOTO YENoBeKa, AOMKHbI ObITb CXOXMW.
Onsa BbisBNeHNss WHGOPMATMBHBLIX MPU3HAKOB
pa3paboTaH NporpamMmHbIA MOAYINb. ONEMEHTbI
nHTepenca, OTHOCUTENBHO KOTOPbLIX MPOU3BO-
OUTCA M3MepeHME MPU3HAKOB — KHOMKW pasnuy-
HbIX pa3mMepoB, NOABMASIOWNECH B CRy4YanHO on-
peAeneHHbIx obnacTtsax akpaHa (puc.1). Monb3o-
BaTenio npegnaraetcs HaxumaTb Ha [gaHHble
kHonkn. OOWH M3 MNOTeHUManbHbIX MNPU3HAKOB
OCHOBaH Ha OLEeHKe cpedHero BpeMeHW nepe-
MELLEHMS Kypcopa MbllM MexXZy 3neMeHTamu
nHTepdenca npu NomoLLM aganTMpoBaHHON AN
OaHHon 3agaymn chopmynbl (1) 3akoHa dutTca [9].
3aKkoH cBA3bIBAET BpeMs OBMXKEHUS K Habnto-
AaeMou uenn ¢ TOYHOCTbIO OBWXEHUS U C pac-
CTositHMeM Ao Habnogaemon uenu. Yem ganblue
UNM TOYHEE BbINOMNHAETCS OBWKEHWE PYKU (KMC-
TW, HOTU 1 Ap.) cyObekTa, TeM Gonblue Koppek-
UMM HeobXoOAUMO ONS €ro BbIMOMHEHUs, U COOT-
BETCTBEHHO, bonbLlue BpeMeHn TpebyeTcsi cyOb-
eKTy Ons BHeceHus 3Ton Koppekumu. OgHa n3
BbiCKa3aHHbIX B paboTte [10] rmnoTe3 3akniova-
eTcs B TOM, YTO MpU BHECEHUWN KOPPEKLUN OBU-
KEHWUI NPOSABMATCA UHAMBMAOYaANbHbIE 0COOEH-
HOCTW YernoBeka, paboTatoLero ¢ MaHuMNynsiTo-
pOM «MbilWwby». Takum obpasom, dakTuyeckoe
BpeMs nepeMellleHns He OOMMKHO coBragatb C
oueHkon, BbluMcnsemon no opmyne (1), a
OOMKHO OTNMYaTbCA Ha BENUYUMHY AT, KOTOpYIO
PELLUEHO UCMONb30BaTb Kak OAWMH M3 uaeHTudu-
LUMpYyIOLWMX MPU3HAKOB B HacTosiwen paborte.
Opyrumn npusHakamu, npeanoxeHHbIMn B pabo-
Te [10], KOoTOpble MCMONb30BaHbl B HACTOSLLEN
pabote, aBnsAwTCA MakcumarnbsHoe Cpq U cpea-
Hee Cpig OTKINOHEHUs (B NUKCensx) OT KpaTyau-
Wero nNyTu Smin NEpemMeLleHus Kypcopa Mexay
OBYMs aneMeHTamun nHtepdenca.

T:b.log2(§+1j, (1)

roe b — BenuuuHa, 3aBucsALLas OT TUNUYHON
CKOPOCTU ABWXKEHUSI Kypcopa Mblwun (BblMUCHS-
€TCs Kak OTHOLUEeHWE CpefHelN CKOPOCTW LBWKe-
HUSI MbILIKX MO 3KpaHy, OCYLLECTBMNAEMOro cyob-
€KTOM, K YCTaHOBMEHHOMY B OMNepaLVOHHOM Cuc-
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Teme KO3(h(PMUNEHTY 4UYBCTBUTENBHOCTU Mbl-
wn), D — guctaHuusa nepemMeLLeHns Kypcopa
Mexay anemMeHTamu uHTepdenca (B nukcensx),
W — wupuHa anemeHTa uHTepdelnca, K KOTo-
pOMY HarnpaBnseTcs Kypcop (B NUKCEnsx).
Takke B Ka4ecTBe NpuU3HaAKoB npeanaraeTcs
NCMnonb3oBaTb amnnauMTyabl NEPBbIX AECATU HU3-
KOYaCTOTHbIX F@apMOHMUK (DYHKLMW CKOPOCTM ne-
pemeLLeHna Kypcopa Mbllin no 3KpaHy Vi/(f),
BbluMcrisiemon no dopmyne (2). PasnoxeHue
dyHKUMM NPOM3BOAUTCA C MOMOLLBI ObICTPOro
npeobpasoBaHua dPypbe, TeM caMbiM AOCTUra-
eTCsl HOPMMPOBaHWE Y4YacTKOB MyTW Kypcopa Mo
BpeMeHW. Kaxabln y4acTok MpMBOAUTCH K ANu-
TenbHocTn B 0,5 cekyHa. AMNnuTyabl HOPMUPY-
totca A*=A/Es no sHeprum dyHKUMn V, (i), Bbl-
YyncnssiemMon B COOTBETCTBUM C chopmynon (3),
AaHHaa ornepauus OcyllecTBnsgeTca Ans Toro,
4YTOObI MPUBECTM BCE TPAEKTOPUWN NepeMeLLEeHNI
Kypcopa Mexay anemMeHTamum wuHTepdenca K
eanHomy MacwTtaby. AHanorMdHble onepauuu
OCYLLECTBNSIIOTCS MO OTHOLUIEHUIO K (DYHKLUSIM
koopauHaTt Kypcopa x(t) n y(f), ogHako npensa-
pUTENBHO AaHHbIe PYHKLMM NEPEBOASTCH B ApY-
ryto CUCTEMY KOOPAMHAT, rge Hayanom koopau-

HaT sABNAETCA LEHTP afeMeHTa nHtepdeinca, Ha
KOTOpbIN ObINO NPoON3BEeAEHO HaxaTue, ocb abc-
uMcc pacnonaraeTcs B HanpasneHuu LeHTpa
anemMeHTa mHTepdenca, No OTHOLUEHUIO K KOTO-
poMy Mpou3BOOMTCA MepemeLLeHne Kypcopa
(puc. 1). OT0 HEobxoaMMO BbINOMHATL, YTOObI
n36aBUTLCA OT HaKMOHa NWHUIA, CBA3bIBAIOLLMX
3NEeMeHTbl UHTepdenca, OTHOCUTENBHO UCXO0n-
HOW KOOpOMHATHOM MMOCKOCTU (T.e. 3aBUCUMO-
CTW KOOPAWUHAT OT yria HakrnoHa).

Vo= \/ (¥(t1) = X)) + () =16, (2)

rae X W y — KoopauHatbl Kypcopa, t — i-bli
MOMEHT BPEMEHMW perncTpauum KoopamHat Kyp-
copa (peructpaums KOOpAMHAT Kypcopa ocylue-
cTBnsieTcs pas3paboTaHHbIM MPOrpamMMHbIM MO-
OyneM 1 3aBUCUT OT NPOU3BOAUTENBHOCTU KOM-
netoTepa).

©

E, = J.Az(w)dt! (3)

raoe A(w) — amnnuTyabl rapMOHUKN C YacTo-
TON W DYHKUMN Vi (1).
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Puc. 1. Beog nonb3oBaTtenem AaHHbIX O NEpEMELLEHMM Kypcopa Mexay aneMmeHTammn nHtepdeica (cnesa);
MepeBoa TpaekTopuM OBWXEHMS Kypcopa Mexay napomn aneMeHToB uHTepderica
B ApYryto cuctemy KkoopamHaT (cnpasa)

Co3fgaHue 3TanoHOB M oueHKa UHcgopma-
TUBHOCTU NPU3HAKOB

Ha ocHoBaHuM kpuTepust Xu-kBagpat ycTa-
HOBIEHO, YTO 3aKOHLI pacrnpeneneHns 3Ha4eHum
OnuncaHHbIX NpU3HaKoB Hambonee 63k K HOp-
MarnbHOMy (XOTSl ONS HEeKOTOPbIX UCMbITYyEeMbIX
XapaKkTepHO Takke ForHopManbHoe pacnpege-
neHne oTaenbHbIX npuaHakoB). [Moatomy ans
CO30aHNs 3TanoHoB OblNMM paccyuTaHbl napa-
MeTpbl HOpManbHOrO 3aKkoHa pacnpegeneHus —
mMaTemaTMyeckMe OXuaaHus U cpegHeksagpa-
TUYHbIE OTKIOHEHNS 3HAYEHUIN KaXKgoro npusHa-
ka. QT napameTpbl NpeactaensalT cobon aTa-
noH. MNpn nomoLwmn paspaboTaHHOrO MporpaMm-
Horo mopyns 6bina cobpaHa 6asa, cocrtosiwas
13 Habopa He MeHee Yyem 100 3HaYeHW Kaxgo-
ro npusHaka ans 18 ucnbITyemblX, T.e. co3gaHo
18 aTtanoHoB No gaHHbIM He mMeHee 4em o 100
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nepemMeLLeHnsxX Kypcopa ONns Kaxaoro nonb3o-
BaTens. Tak Kak CKOPOCTb peakuui cybbekTa
CYLLLECTBEHHO 3aBUCUT OT €ro TeMnepameHTa, To
UCnbITyeMble Noabupanucb Takum obpasom,
4yTOObI Cpean HUx OblNo NPUMEPHO paBHOE KO-
NNYecTBO npeacTaBuTenen Kaxgoro Tuna Tem-
nepameHTa: 5 caHrBuHUKOB, 4 xornepuka, 5 me-
naHxonukoB n 4 dnermatuka (410 onpeaens-
NOCb C NOMOLLIbIO TecTa AN3EHKa).

AHanu3 BbISBNEHHbIX MOEHTUUKALNOHHbIX
XapaKkTepucTuk nokasan, 4To npusHakm Cpax U
Chmig OY4EHb 3aBUCUMbI, KOI(MPULMEHT KOopperns-
UMM  Mexagy 3HaydeHUsMW [aHHbIX MNPU3HAKoB
OGnM30K K eguHuLe npakTU4Yeckn y BCEX WUCMbl-
TyeMmbIx (puc. 2). MNnowaaun nepeceveHns yHK-
LUUA NAOTHOCTEN BEPOATHOCTU AaHHbIX MpU3Ha-
KOB AN BCEX MCMbITYEMbIX 3HA4YUTEmNbHbI, HOp-
MupoBaHue 3HadeHUn Cax U Cpig NO BENUYMHE
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KpaTyanwero nyTu mMexay LUeneBblMU SMeMeH-
Tamu mHTepdenca He WCMpaBnseT MOonoXeHue
(puc. 3). AHanorndHble 3aknyeHnst obinn coe-
naHbl OTHOCUTENbHO Npu3Haka AT. Takum obpa-
30M, AaHHble Cpax, Crig U AT He ABNAKOTCA UH-
dopmaTMBHLIMK, MO KpawHen Mepe, MNpu WUC-
nonb3yemon B AaHHOW paboTe meToauke n3me-
peHust Nnpu3HakoB. B pabote [11] nocTynupyeTcs
CHWXeHne owmnboK uaeHTUdUukaumm cybbekToB
no KrnaBmaTypHOMy nodepky Ha 9% 3a cuyeT uc-
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Nonb30BaHNA OCOBEHHOCTEN paboTbl C MbILIbIO
COBMECTHO C KMnaBMaTypHbIM noyvyepkom. MoxHO
3aKMOYMTb, YTO 3TO AocTuraetca Gnarogaps
NMPUMEHEHMIO CKOPOCTHBIX XapaKTEPUCTUK MbILLN
B KayecTBe npuaHakos, Takke B [11] perucTtpu-
poBanocb BpeMs 3adepXku nepen nepemelle-
HMEM Kypcopa K Apyromy afieMeHTy nHtepdeinca
(B HacToslen paboTe 3TOro He Npov3BOAU-
noce).
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Puc. 2. 3HaueHnst npnsHakoB Cpax U Crpig OQHOTO U3 UCMbITYEMbIX
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Pwuc. 3. Pacnpenenenusi HenHdpopmaTmMBHOro (cneea) n Hanbonee MHOpMaTMBHOIO (CnpaBa) U3 paccMaTpu-
BaeMbIX MPU3HaKOB: NJIOTHOCTN BEPOATHOCTU 3Ha4YeHuin Cmid, HOPMUPOBAHHbLIX MO Smijn, MIOTHOCTU BEPOATHOCTU
3HaYeHUNn aMnNNUTya NePBON rapMOHUKU OYHKUNU Vinig(t)

AHanus amnnuTygHoro cnekTpa yHKuuin
Vimia(t), x(t) n y(t) nokasan, 4yto Hanbonee uH-
dopmaTMBHON ABNAETCA aMmnnuTyga nepson
rapMOHUKN PYHKLUMKN Vi4(E) (CM. puc. 3). PeweHo
B KayecTBe NPW3HAKOB MCMNOMNb30BaTb TOMbKO
amMnnUTyabl NepBbIX YeTbIPEX FAapPMOHMK yKa3aH-
HbIX (PyHKUMI (C yacToTamu 2, 4, 8 n 16 '), T.k.
kornebaHuns pyku mcnbITyemoro ¢ 6onbluen yac-
TOTOM BO BpeMs paboTbl C MbIWbIO SABAATCA
LLYMOM.

Taknum obpasom, pelueHo ucnonb3oBaTtb 12
NPU3HaKoB AN maeHTUduKaumm, Kotopble Bbl-
YUCNIAKTCA M3 KoOpAMHAT MyTU nepemMeLleHus
Kypcopa Mexay Kaxaon napon 3feMeHTOB WH-
Tepdenca. Koppenaums mexagy AaHHbIMK Npu-
3HaKaMu 3Ha4YMTENbHO MEHbLUE €AMHULbI, HO KaK
BMOHO M3 pucyHKa 3 Aaxe ansa Havbonee uvH-
dopmaTMBHOIrO nNpusHaka nnowaan nepecede-
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HUS DYHKUMI NNOTHOCTEN BEPOSATHOCTM 3HAYU-
TenbHbl, YTO FOBOPUT O TOM, YTO MPU3HAKN Mbl-
Wur manounHgopmMmatueHbl [12]. OgHako npu MHo-
FOKPaTHOM M3MEepEeHUn MPU3HAKOB B npouecce
COBepLleHMs nonb3oBaTeneM nepemMeLleHun
MbILLbLIO pasgeneHne N3BeCTHbIX KNaccoB BCe Xe
BO3MOXHO. Hy>XHO HanWTu anropuTMm, KOTOPbIA NO
MasnbiM MHPOPMAaLMOHHBLIM NOPLUUAM AaCT UHTe-
rpanbHyIo OLIEHKY O pasnunynvM obpasosB nonb3o-
BaTeneu.

MpuHATME WAOEHTU(MKALNOHHBLIX pelle-
HAN U oLeHKa BbIYUCIIUTENBHOrO 3Kcnepu-
MeHTa. B kauecTBe cnocoba npuHATUSA peLLeHni
peLleHo MCMomnb3oBaTh KacCHM4ecKkyl cTpaTe-
rmio baneca [13], ocHOoBaHHYy0 Ha nocregosa-
TEeNbHOM npumeHeHun dopmyrbl rmnoTes bane-
ca (4). Kaxxgaa runotesa nogpasymeBaeT, 4To
OaHHble O [OBWXKEHWsX MpuHagnexaT onpege-
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NeHHOMY Monb3oBaTesnto, To ecTb kaxaas rmno-
Te3a accouumpyeTcsa C onpefeneHHbIM aTano-
Hom. CTpaTterua baiieca gaeT HECKONbKO MEHb-
WMA MPOLEHT OWMBOYHBIX pelleHnin B npo-
CTpaHCTBE ManonHMOPMAaTUBHBIX MPU3HAKOB.

Py(H, /1 A)P(4;/H,)

iPH(Hi 1 A)P(4; 1 H, )

i=1

P(H,;/4)=

roe Pi(H/A) — anoctepropHas BeposATHOCTb
-0 rMNoTesbl, BblYUCNSemMass Npu NOCTyNeHUu
J-oro npwusHaka, P(A/H) — ycnosHas BeposiT-
HOCTb /-OM TMNOTE3bl NPW MNOCTYMNSIEHWUU j-Oro
npusHaka. Takum obpa3oM, Ha Kaxaom Liare 3a

anpuopHylo BEPOATHOCTb MPUHUMAETCA anocTe-
puopHasi BEPOSATHOCTb, BblMUCMEHHAs Ha npe-
ablgywem ware. lMpu Kaxgom nepemeLleHumn
Kypcopa MW3MepsTCs 3HA4YeHUA NpU3HaKoB WU
paccuynTbIBaOTCA anocTepPUOpHbIE BEPOSTHOCTU
rmnoTte3 no ¢opmyne (4) 3a 12 waros (puc. 4).
[o ocyuwiectBneHns nepemeLLeHnin kypcopa (Ha
HyneBOM Luare) Bce rmnoTesbl PaBHOBEPOSATHBI,
TO ecTb, Po(H/A)=1/n, roe n — KONUYeCTBO rMno-
Te3 (nonb3oBaTenien). YCrnoBHblE BEPOATHOCTU
BbIYMCMSIOTCA MCXOOs U3 3akoHa pacnpepere-
HUSA NpPU3HAKOB (B JaHHOM crydae HopManbHO-
ro), Kak MrAoTHOCTM BEPOATHOCTM MOCTYNaroLLmX
3Ha4YeHUI NPUIHAKOB.
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Puc. 4. Pacuet nHTerpanbHbix nokasaTenemn o pasnuyinm nonb3oBartenen B NPoCTpaHCTBe
npeanoXeHHbIX NPU3HaKoB Ha OCHOBe cTpaTternm baieca

KakoB npegen HageXxHOCTU pacno3HaBaHuWSA
B 3aaHHOM MPOCTPaHCTBE NPU3HAKOB N CKOMNbKO
nepemMeLLeHnin HeobXooMMO COBEpPLUUTL MOMb-
3oBaTento ansa ero naeHtudukauumn? Yem sbile
OaHHOoe KONWYecTBO NepemMeLlleHuid, TeM 6onb-
e BpeMeHn notpebyeTcs Ans pacno3HaBaHUs
nonb3oBaTeNnsa Ha NpakTuKe.

[na oTBeTa Ha MOCTaBMEHHbIA BOMPOC Npo-
BELEH BbIMUCINUTENbHbIA 3KCMEPUMEHT, B Xoae
KOTOPOro MMUTUPOBArCHA MPOLECC OocyLlecTBne-
HWS1 NOfb30BaTENEM NEPEMELLIEHNA MbILLIN MEX-
Oy nosiBNsIOWMMUCS Ha 3KpaHe anemMeHTamu
nHTepdpenca. [nsg aToro reHepupoBanucb 3Ha-
YEeHNsa MNPU3HaKoB MOA MMEKLMECH 3TarnoHHble
pacnpegeneHus, u npousBoaurcsa pacyeT aro-
CTEPUOPHBIX BEPOATHOCTENM Ha OCHOBE CTpate-
rmn bareca. [Ina reHepauum HOpMarnbHbIX Chy-
YalrHbIX BENUYMH ucnonb3oBarnca metog MoHTe-
Kapno [14]. PasbirpbiBaHWe HOpManbHOW chny-
YanHOW BeNu4YMHbI Npu noMmowm metoga MoHTte-
Kapno moxHo peanusoBaTb crnegyowum obpa-
30M. MN3BECTHO, YTO ecnu cnyyanHas BenunyumHa
R pacnpegeneHa pasHoMepHo B nHTepsane (0,
1), TO ee MaTeMaTn4ecKoe oOXunagaHue n gucnep-
CUS1 COOTBETCTBEHHO paBHbl [14]:
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M(R) = 1/2; D(R) = 1/12 (5)

CreHepupyeM g He3aBUCUMbIX CryYanHbIX
BEMWYMH, pacnpeaerneHHblX paBHOMEPHO Ha WH-
Tepsane (0;1). BeluucnsatoTca maTemaTndeckoe
OXugaHue 1 gucnepcus CyMmbl 3TUX BEMUYUH,
KoTopble B cuny (5) paBHbl g/2 n g/12 cooTtBeT-
CTBEHHO. TakMm 06pa3om, cpegHekBagpaTuyHoe
OTKMNOHEHWE BbIYUCISETCA Kak KBagpaTHbIN KO-
peHb U3 g/12. [lanee cymma cnyyaviHbIX Benu-
4nH R HopmupyeTca no dopmyrne (6) [14]. B cu-
ny UeHTpanbHOW npefenbHOW Teopembl Mnpu
g — « pacnpegeneHve 3Tol HOPMUPOBAHHON
Crny4yanHou BenMYnHblI CTPEMUTCH K HOpMarnbHO-
My ¢ napameTtpamu M =0 un S =1 (matematnye-
CKUM OXuaaHuem WU cpefHekBagpaTU4HbIM OT-
KnoHeHunem) [14].

g
D R~(g/2)
Jj=1

\g/12

Mony4yeHHble pesynbTaTbl UNMKOCTPUPYIOTCS
Ha pucyHke 5.

(6)
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Puc. 5. Pe3ynbTaThbl 3KCNepMMeHTa: BEpOSITHOCTb OLUMOKKN naeHTudmkaummn 18 nonb3oBaTenen
npw pasnM4yHOM KONMYECTBE NPU3HaKOB (MepeMeLLieHnin) — BBEPXY; BEPOSTHOCTb MAEHTUMKauum
pasnuM4yHOro KonmyecTsa nonb3oBaTtenen npu ocyllectesneHun 10 nepemelueHnin (120 npusHakax) — BHU3Y

Umuntuposanock no 10 nepemelleHun Kyp-
copa Ans Kaxaoro nonb3oBaTensd, KormyecTBo
nmutaumin coctasuno 1000 (T.e. 6bIN0 creHepu-
poBaHo 10000 3HayeHWn KaXxgoro npuaHaka ons
KaXK4oro atanoHa, npu aTom 3a ogHy naeHTndu-
KaLMOHHYIO npoueaypy Ha Bxog ctpaterun ban-
eca nocraensnocek no 120 npusHakoB, XxapakTe-
pusytowunx 10 nepemelteHuin). PelueHne o Bep-
HOW rMnoTese Ha KakgoMm Lare npuHMMarnochb no
MaKCUMarnbHOW anoCTEPUOPHON BEPOSTHOCTU.
3a owubky unaeHTudukaumm npuHMManachb cu-
Tyauus, npu KOTOPOM MaKcumarnbHas BeposT-
HOCTb Bblna y HeBepHou rmnoTesbl (puc. 4). Be-
POSATHOCTb OLMOKM B KaXKOOM Criyyae (Ons Kax-
AOro KonuyectBa ITanoHOB) paccyuTbiBanach
KaKk OTHOLUEHME 4ucna HEBEPHbIX PeLleHun K
npoussegeHnio obLlero KonmyecTsa npoBeaeH-
HbIX WMWUTAUMA M KONWYECTBA WCMOMb3yeMbIX
aTanoHoB (cM. puc. 5). MNpu MakcumanbHOM KO-
nunyecTBe STanoHoB (B AaHHOM uccnegoBaHuu
OHo coctaBnseT 18) nocne 10 nepemelueHun
Kypcopa QJanbHenwee CHWKEHNE BEPOSTHOCTU
OLWMOKMN MAOEHTUMKALUM NpakTUYECKN He Ocy-
LLLeCTBNSAETCS, YTO CBUAETENLCTBYET O MNOTEHLUM-
anbHOM npegene HageXHOCTU pacrno3HaBaHWs
(puc. 5).

3akntoveHve

MogBodsa wWTOMM, MOXHO KOHCTaTUpOBaThb,
YTO MPU KONMUYECTBE U3BECTHBLIX CUCTEME MOSib-
3oBartenen 6onee 10 n go 20 (cpean ucnbiTye-
MbIX ObINIO PpaBHOE KONNYECTBO NpeAcTaBuTenemn
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Kaxgoro Tuna TemnepameHTa) BO3MOXHasi Be-
POATHOCTb MpPaBWUIIBHOrO pPacrio3HaBaHWs B 3a-
JaHHOM MpPOCTPaHCTBE MPU3HAKOB MpeBbILIAET
0,95, T.e. cymma owmnbok 1-oro u 2-oro poga
MOXeT ObITb Hwke 5%. Npn MeHbem konude-
cTBe uaeHTUULMpyeMblx 06pa3oB TeopeTuye-
CKM BO3MOXHO OCYLLECTBUTb MNpaBUIlbHOE pac-
nosHaBaHne c BepoATHocTblo Gonee 0,99. Oga-
HaKo Ha NpakTuke ANs OOCTUXKEHUS YKa3aHHbIX
nokasartenen KonmM4ecTBO MepeMELLEHNA KypCco-
pa mexay anemeHTamu uHTepdenca noTpeby-
€TCs YBENUYMTb B HECKONbKO pa3s (kak n Bpems
Ha WOeHTUMMKaunio), B 3aBUCMMOCTM OT WC-
Nnofb3yemMoro anroputma MpUHSATUS pPeLLEeHWIA.
970 00yCcnoBneHo TeM, YTO B 3agadax UOEHTU-
duKauMm B MpPOCTpPaHCTBE MarouMHgpopMaTuB-
HbIX NPWU3HAKOB 4acTo NpoucxoaaT cbou B U3me-
peEHUM Mnpu3Haka, BCMeACTBME Yero Ha aTane
naeHTUMUKaLnM 3Ha4YeHNe Npr3Haka MOXeT «He
nonactb» B cBoe pacnpegenexuve [15]. MNoatomy
Ha npakTuke LienecoobpasHo Mcrnornb3oBaTb MO-
anduunpoBaHHyto ctpaTernio baeca ¢ KOHTpoO-
neMm npupaweH1si BeposATHOCTEN rMnoTes, onu-
caHHyto B pabote [15].

Pa6ota BbinonHeHa npu c¢uHaHCOBOM
nopaepxke PODU (rpaHt Ne 15-37-50269).
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THE ASSESMENT OF THE IDENTIFICATION CA-
PABILITIES OF FEATURES OF THE USER INTER-
ACTS WITH A COMPUTER MOUTH

R.V. Borisov, D.N. Zverev,
A.Ye. Sulavko, V.Yu. Pisarenko

Abstract. This article discusses the problem of
Identity Theft Protection from unauthorized access in
computer system. The method of user identification by
features of user interacts with computer mouse based
on a monitoring of subject activities and using Bayesi-
an networks for identification decision making.

Keywords. pattern recognition, biometric sys-
tems, identification, authentication, intruder, identifica-
tion features, computer mouse interacts features, key-
stroke dynamic.
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OBOBLEHHAA METOAUKA PACYETA BAKA OTCTOUHUKA AN CUCTEMbI
CMA3KU APOBUIIbHO-PA3MOJIbHOINO OBOPYONOBAHUA

C.B. KopHees, A.B. Apmosuny, B.H. Ky3HeuoBa

Omckuin rocygapcTBeHHbIN TexHu4eckuin yHuepcuteT (OMITY), Poceuns, r. Omck.

AHHOmMauyus. B 0aHHoOU cmambe paccmampusaemcsi npobriema cokpalwieHusl 3ampam rnpu
aKennyamayuu 8poburbHo-pa3mornbHo2o obopydosaHusi ([PO), cesisaHHas ¢ 60bWUM pacxo-
0oM cMa304HO20 Mamepuara, mak Kkak obbem cucmem cmasku [JPO moxem cocmaerisimb 00 60
M°. [Insi cokpaweHusi pacxodos Cesi3aHHbIX C 3aMeHol CMa3o4YHO20 Mamepuana 8 Cucmeme
cmasku [JPO, Heobxodumo co3dame makoli bak, 8 KOmOpPOM MPOUECC OYUCMKU CMa304YHOo20 Ma-
mepuarsa npoxodur bbl MOCMOSIHHO, U 8 y3es1 MPEeHUsi nocmyrano Macsio Heobxodumod Yucmo-
mbl. [ris 3moao Heobxodumo ycmaHosumbs 8 bak cucmeMb! CMa3Ku nepesiugHyro rnepe2opooky,
mem cambIM pa3dernug e2o0 Ha dee Yacmu, Ha omcmoUHUK U cam bak. B Hacmosiuwee speMsi Hem
obocHosaHHOU MemMOAUKU ycmaHOBKU nepesiusHol rnepe2opodku, 0bbIHHO ee ycmaHasnusaom
rnocepeduHe baka. B daHHOU cmambe ripednazaemcsi obobuieHHass memoduka pacHema baka
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